VALGA MUSEUM PERSONAL DATA PROTECTION PRINCIPLES
1. Processing of Personal Data
1.1 Personal Data

Personal data includes all information related to an identified or identifiable natural person that
reflects the person’s physical, psychological, physiological, economic, cultural, or social
characteristics, relationships, and affiliations.

Processing of personal data refers to any action performed on personal data, including
collection, storage, organisation, modification, retention, transmission, and deletion.

Note: The following information does not cover:

e The processing of data of legal entities and institutions, as well as the processing of
personal data in connection with an individual’s official duties.

e The processing of personal data on websites linked from Valga Museum’s website but
not managed by the museum (external links).

2. Legal Basis for Processing Personal Data

Valga Museum processes personal data based on consent or legal requirements. The
processing of personal data must have a legal basis as per data protection regulations:

1. Theindividual discloses their data or gives consent:

e Consent is specific to a defined purpose.

e Data collected for one purpose cannot be used for another without new consent.
e The data controller must be able to prove consent.

e Consent may be withdrawn via email: muuseum@valgamuuseum.ee

2. Without consent, based on legal requirements:

e When explicitly stated in the law or necessary for fulfilling a legal obligation.

e For contract execution, including employment contracts (except for special categories
of personal data).

e Forjournalistic purposes in the public interest, including blogs and online comments.

e For academic, artistic, and literary expression.

e Forrecording in public places, photography.

o For processing debt-related data in cases of legitimate interest.

e For protecting life, health, property, rights, and freedoms, including security cameras.

o Security cameras are installed in museum halls for security purposes.

o Datais processed by the customer service staff, and access to recordings is
limited to individuals whose duties require it.

o Recordings areretained for up to three months.

e For scientific and statistical purposes.
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The Personal Data Protection Act and the requirement for a legal basis do not apply to personal
data used for private purposes.

3. Processing of Personal Data at Valga Museum
3.1 Visiting the Valga Museum Website

When visiting the museum's website (www.valgamuuseum.ee ), collected and stored data is
limited to the computer or network’s internet address (IP address), the name and address of the
internet service provider, and the time of the visit (time, date, year).

IP addresses are not linked to identifiable personal information. Data is collected on which
parts of the website are visited and the duration of the visit. This data is used for visitor statistics
to improve the website’s usability.

3.2 Enquiries, Applications, and Other Correspondence

Valga Museum processes personal data, including sensitive and private information, received
through correspondence, applications, or requests. The museum ensures data protection
through organisational and IT security measures.

Personal data is processed to respond to inquiries and handle applications or requests. If
necessary, inquiries may be made to third parties, but only the required amount of personal
data is disclosed. Correspondence with private individuals is generally restricted.

Correspondence with private individuals is retained for five years. Expired documents are
destroyed.

3.3 Applying for Employment at Valga Museum

When selecting candidates for employment, Valga Museum considers information provided by
the applicant and public sources. Candidates have the right to know what data the museum has
collected about them, review the collected data, provide explanations, and submit objections.

Only personnel involved in the recruitment process have access to application documents.
These documents and data are not shared with third parties. The museum assumes that it may
contact individuals named as referees without requesting additional permission.

Candidate data is restricted information, and access by third parties (including authorities) is
permitted only in cases specified by law.

3.4 Complaints and Appeals

When submitting a complaint or appeal, be aware that, in some cases, your personal data—
mainly your name and the fact of submission, and in some cases the content—may be
disclosed to third parties or recorded in our document registry. In accordance with the Public
Information Act, the document registry includes details such as the sender and recipient’s
name and the type of letter (e.g., "Complaint” or "Appeal"). If explicitly requested, only initials or
"Private individual" will be displayed instead of full names.

Correspondence with private individuals is generally restricted. If someone requests access to
your correspondence through a public information request, we assess whether disclosing your
complaint or appeal (and response) could significantly affect your privacy or contain other
restricted-access information. The legal basis for restrictions is specified in § 35 of the Public
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Information Act. Personal contact details, such as email, phone number, or home address, are
not disclosed unless you represent a legal entity or institution.

Personal data within complaints is used solely for handling the complaint. Ifinquiries to other
individuals or institutions are necessary, only the minimum required data is disclosed.

Correspondence is also used for internal quality assessments and statistical analysis. Any
statistics or summaries are published anonymously.

If your complaint or appeal is within another institution’s jurisdiction, it will be forwarded
accordingly, and you will be notified.

4. Right to Access and Correct Personal Data

Everyone has theright to access personal data collected about them. Access may be denied if it
could:

e Harm another person’s rights and freedoms.

e Prevent the prevention or detection of a crime.

e Hinder the establishment of truth in criminal proceedings.
e Endanger the protection of a child’s lineage secrecy.

Individuals have the right to request corrections to inaccurate personal data by submitting a
handwritten or digitally signed application.

If the museum has no legal basis for using personal data, the individual has the right to request
its processing to be stopped or data deletion. A handwritten or digitally signed request must be
submitted.

Individuals may submit complaints or objections regarding the museum’s decisions or actions
through an appeal or by filing a complaint with an administrative court.

5. Data Protection Officer

For allinquiries related to the processing of your personal data at the museum, please contact
our Data Protection Officer: neeme@valgamuuseum.ee .
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